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Setting the Stage 



Cyber weapon (July 2010)

Cyber Weapon to control 
Industrial computer systems  

STUXNET

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source: www.theepochtimes.com 11-09-2010

Industrial computer systems  

Strong Financial Backing for 
Development

Pre-Defined Target Segment



Malware’s growing at  alarming rate (2010)

Sophisticated

ZEUS

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source: www.computerweekly.com 17-11-2010

USD$70M lost to Ukrainian 
Cyber criminals

Initial Target : US Small 
Businesses via Intercepting of 

SMS based Banking 
Transactions on Mobile 

devices



And their variants at work (2011)

Most Sophisticated / An 
Evolution

Man In the middle attack by 

ZEUS – V2

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source: http://threatpost.com/en_us/blogs/zeus-banking-trojan-comes-android-phones-071211

Man In the middle attack by 
marrying PC-based Zeus 
infections with a mobile 

component

Mobile variant, gives 
fraudsters control of both the 

user's PC and the user's 
phone
And

Generate a fraudulent 
transaction on behalf of the 

user by intercepting the SMS 
verification message



Cyber War

Probable attacks from Russia

Virtual Wars

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source - http://www.nytimes.com 18-05-2007

Attack against Estonia’s critical 
websites

Attacks lead to Economic 
Consequences



Worms

Malware Attack

Worm Agent.btz spreads by 

Defences Down

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source - http://digital-works.ne 02-12-2008

Worm Agent.btz spreads by 
creating AUTORUN.INF. 
Infects HD’s, USB’s etc.

Affected US Command centers 
in Iraq & Afghanistan 



Scenario @ home

Malware Attack

Penetration into High Profile targets in 
India 

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source – www.dailytech.com 07-04-2010

Use of social networking sites 
to attack personal PC’s

Probable Military secret 
documents related security 
situations in north eastern 

states etc. stolen



Scenario @ home

Malware Attack

Infiltration into Indian Military Network

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source www.indiatvnews.com 4-12-2009

Infected 33 Corps 
headquarters  at Sukhna near 

Silliguri in North Bengal

Possible leakage of details of 
military posts along the borders



Malware Entry Points

Auto Run Feature

Universal Serial Bus – Portable Storage – Internet

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source: www.pcmag.com 11-04-2010

Malware affects the OS 

Applies to Phones, digital 
cameras, PSP’s, mp3 players



Probable variants in the Future (Social Networks Based)

Likejacking

“Likejacking” refers to a method of clickjacking that uses image
overlays to forcibly cause a Facebook user to “Like” a particular
page.

In turn, this causes a link to the page to appear on the
user’s Facebook wall, exposing their Facebook friends to the
likejacking scam.

This worm-like scam is often accompanied by a phishing segment
whereby the victim is also tricked into providing their Facebook
username and password. (Not completely a Malware, but a method)

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Source: Cisco Global Threat Report 1Q2011 

username and password. (Not completely a Malware, but a method)



Zombie Hotspots @ Home

India leading as Zombie Hotspots (14 %)

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

* Source: Commtouch Internet Threats Trend Report Q3 2010



Daily more than 60,000 
malwares introduced

Trojan’s account for 60% of 
malwares followed by 
crimeware & spyware

13.5 % of the recorder Malware 

Malware News Bytes

McAfee saw 55,000 & 280,00 

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

13.5 % of the recorder Malware 
attacks are thru USB / Flash 

drives

Indian Embassy Website in Spain 
was defaced and used to spread 

Malwares

In 2009 India accounted for 15 % 
of malicious activities in APJ 

region

McAfee saw 55,000 & 280,00 
AutoRun attacks in April & May 

2010



Introduction 



What is a Malware?

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

•Elk Cloner
• W32.Bugbear@mm

• Conficker
• Morris worm

• Veceboot
• BO 2000

• Rustock.C
• SucKIT



Malwares & their Variants

Trojan Horse – Malicious software running in background in context of a valid program. Appears 
to perform a valid desirable function.  
Possible Operations that can be performed using Trojan Horse:

• Use of the system as Botnet
• Uploading / Downloading of files 
• Unauthorized access 
• Keystroke Logging  and DOS

Computer Worms - Self Replication malware variant. Independent   Execution. Spreads 
across the network 
Most popular Worms in the Wild: 

• Morris worm 
• Mydoom

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

16

• Mydoom
• Conficker

Computer WormsAdware – Malware variants which automatically plays, displays & downloads advertisements. 
Purpose
• Advertisement 
• Marketing 
• Forcibly displaying vendor contents 

Spyware – Malware that stealthily obtains user’s information 
Purpose 
• Passwords
• Credit Card details
• Confidential Information 



Myths



Myth I – I bought an Anti-virus and it is good enough

Rootkit / Spyware 
removers

File Integrity 
Checkers

Anti-virus

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Online Utilities
Reverse 

Engineering

Multiple Approaches

Malacious Programs and Variants



Myth II – Malwares spread only if the System is connected to the INTERNET 

Is it really so ?

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.



Myth III – Malwares creation requires an extraordinary effort 

Not Really !

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

GUI based Virus & Malware Creator

Turkojan a commercial Malware creator



Malwares & Art of Reverse 
Engineering 



So we know why they are written…

Stealing of Confidential Information

Destroying of Files

Covert Channels

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Defacing Websites

Forced Advertising

Pranks

Back Doors



Reverse Engineering is a science

It is a science where the working of an object is 
analyzed by

• Breaking it down;
• Tearing it apart; and then 
• Putting it together

Lets Demystify them with the ART OF REVERSE ENGINEERING

Curosity
Internal 
Working

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Purpose of 
Reverse 

Engineering 
Malwares

Identifying 
Zero Day 
Malwares

Academic / 
Learning

Competitor‘s 
Intelligence

Secured & 
Isolated 
Analysis



Malware Detection & 
Analysis Life Cycle



Malware Detection & Analysis Life Cycle

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.



To identify systems & network components which are showing 
suspicious behavior  

Spotting malicious behavior 

Data Collection & Analysis

Data 
Collection

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

To gather / analyze information relevant to identification & collection 
of suspicious files, services and interconnections

Malware Discovery or Behavior Analysis (Reverse Engineering)
Data 

Analysis



Code Analysis

Code 
Analysis

• OllyDBG (Free Debugger and Disasembler)
• IDA Pro

Understanding the internal working of the malware to prevent 
spread and further infection by using Debuggers and Disasemblers

Code Analysis – Reverse Engineering

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Modify 
Data 

Collectors

Identify other infected systems and improvise on malware detection 
analyzing techniques

Developing Indicators & Modifying Data Collectors



Ad-Hoc Utilities used for Malware Detection / Analysis

In Built System 
Commands / Utilities

�“netstat”

�“dir”

�“Search” in start menu

�“regedit” 

Browser Plug In’s
�McAfee Site Advisor

�Firefox Plug In’s / Add On’s -
Malware Search, WOT, Interclue

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

�“sigverif”

Online Tools / Utilities
�Google Safe Browsing 

�Virus Total

�Anubis

Sandbox
�Sandboxie



Behavior Analysis 
– A Construct



Behavior Analysis

3 Stage Approach

Source - http://zeltser.com/reverse-malware/live-messenger-malware.zip

Infect a laboratory system with the specimen

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

Observe how the malicious executable accesses the file 
system, the registry, and the network

Adjust the laboratory infrastructure to evoke additional 
behavior from the program also attempt to interact with the 
program to discover additional characteristics it may exhibit



Behavior Analysis

Setup the Lab (Controlled Environment)

Virtualized Environment (Multi Instance for Comparison)

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

Multiple snapshots, which comes in very handy for 
“bookmarking” different stages of your analysis and for 
reverting back to system’s pristine state

Malware may have defenses that prevent it from executing 
properly in a virtualized environment. In these cases, the 
easiest step might be to use a set of physical systems (DD)



Behavior Analysis

Mitigating Risk

Virtualized Environment (Not Airtight – Physical Systems)

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

Virtualization Software Bugs – Could be Vulnerable to the 
Malicious code being analyzed

No Connection to the Production Environment and 
Updated Patches is a MUST.



Behavior Analysis

The Approach and Infection

1st Snapshot of Registry prior to upload of malicious code
(http://sourceforge.net/projects/regshot) � Multiple Registry Shots and 
Comparison Tool

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

Launch malicious code, Interact, Login, Kill process and 
take 2nd Snapshot of Registry

Compare the registry files to see for major system changes

(In this case, we see that two files were added to the system � msnsettings.dat 
and pas.txt)

It looks like pas.txt has captured the logon 

credentials we used when logging into the 

malicious executable.

The msnsettings.dat file looks like a 

configuration file



Behavior Analysis

Monitoring

Process Monitor records API calls it observes on the 
system that deal with file system and registry access. It 
shows the details of how programs create, delete, read or 
modify the local environment

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

Process Monitor’s log is very comprehensive. 

However, it is also very noisy

Attempts by malware specimen to create pas.txt file and to 
locate the msnsettings.dat file � screenshot



Behavior Analysis

Reading the Contents

Analysis of Content

1. String “Test”

2. Gsmtp185.google.com ���� DNS

3. mastercleanex@gmail.com ���� SMTP

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

Inference

1. Processing the DAT File

2. Capability to connect outside

3. Capability to send email

Theories

To Confirm  - We Read the Network



Behavior Analysis

Verifying the Theory

CaptureBAT is similar to Process Monitor in 
that it records local processes’ interactions 
with their environment. (Less Noisy – Filters)

Load the .cap file created by CaptureBAT into 

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

Load the .cap file created by CaptureBAT into 
a full-feature network sniffer, such as 
Wireshark (http://www.wireshark.org).

Attempts by malware specimen to create 
pas.txt file and to locate the msnsettings.dat 
file � screenshot

Theory 

Confirmed



Behavior Analysis

The Interaction with Malware

Servers in the LAB

1. DNS Server (Host File or Fake DNS)

2. SMTP Server (Mail Pot Tool)

3. Add Additional Services as you learn

4. Repeat till no new discoveries

Move on to Code Analysis

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com



Dynamic Malware Analysis – Process Monitor

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Process Monitor

Process Monitor Filter



Code Analysis



Code Analysis

Expands and Reinforces Behavior Analysis

Code analysis can be tricky and time-consuming,

You never get to see the source code

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

A Disassembler converts the specimen’s instructions from 
their binary form into the human-readable assembly form

A debugger lets you interact and observe the effects of its 
instructions



Code Analysis

Strings and their  meaning

A good way to start 
analyzing the specimen’s 
code often involves 
looking at the strings 
embedded in its 
executable.

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

The string “test” is not 
visible anywhere within 
the body of the malicious 
executable when it’s not 
running.



Code Analysis

…..with patience…

The trojan seems to be looking for the 
string “test” in the “E-mail address” field. 

Launch the trojan and enter “test” to see 
what happens

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Behaviour Analysis Source - http://zeltser.com

Enter “test”, the trojan brings you to a brand new screen 

that seems to allow you to configure the trojan’s

operation. 

The configuration options let you define the passphrase 

to activate this string, the address where the trojan will 

send captured logon credentials, etc.



Case Study 



Case Study – Operation Aurora 
O

v
e
rv

ie
w

Highly sophisticated and targeted attacks on major cooperates from 

a wide range of businesses--including the Internet, finance, 

technology, media and chemical sectors.

Targeted companies included Google, Adobe Juniper Rackspace 

etc.

Attack targeted source code repositories and tried to gain access 

and modify source codes

Aurora Demystified

Impact

� Compromised Corporate 
Network 

�Theft of Intellectual 
property 

� Large scale theft of 

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.
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� Typical example of a Drive by Download attack

� Attack exploited 0day vulnerability(cve-2010-0249) in Internet 

Explorer versions 6, 7, and 8 on Windows 7, Vista, Windows XP, 

Server 2003, Server 2008 R2, as well as IE 6 Service Pack 1 on 

Windows 2000 Service Pack 4 

� Multiple layers of code obfuscation and encryption to avoid 

antivirus detection

� Custom encryption protocol, a non-standard SSL channel used 

for communicating with Command & control

� Post exploit variant of Hydra Trojan was used inject and monitor 

the target system

� Large scale theft of 
customer data and 
company source code 



Case Study – Operation Aurora

4. Attacker’s website 
serves the Malware

Firewall

Internet
Site 
hosting 
Malware

Command & 
Control Centre

5. Once the Malware infection is 
successful C&C controls and 
monitors the victim's computer

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

1. User opens a 
infected website 
on internet

2. JavaScript based exploit vector, 
uses IE’s 0day vulnerability and 
executes Shellcode component

3. Malicious Code tries to 
download  a variant of hydra 
Trojan onto victim’s machine

Firewall



Reverse-Engineering Malware (Cheat Sheet)

Set up a controlled, isolated laboratory in which to 
examine the malware specimen.

Approach

Perform behavioral analysis to examine the 
specimen’s interactions with its environment

Perform static code analysis to further understand 
the specimen’s inner-workings.

1. Be ready to revert to good state via dd, VMware 
snapshots, CoreRestore, Ghost, SteadyState, etc.

2. Monitor local (Process Monitor, Process Explorer) 
and network (Wireshark, tcpdump) interactions.

3. Detect major local changes (RegShot, Autoruns).

4. Redirect network traffic (hosts file, DNS, Honeyd).

© 2011 KPMG, an Indian Partnership and a member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

the specimen’s inner-workings.

Perform dynamic code analysis to understand the 
more difficult aspects of the code.

If necessary, unpack the specimen.

Repeat steps 2, 3, and 4 (order may vary) until 
sufficient analysis objectives are met.

Document findings and clean-up the laboratory for 
future analysis.

5. Activate services (IRC, HTTP, SMTP, etc.) as 
needed to evoke new behavior from the specimen.

IDA Pro is a Windows or Linux or Mac 
OS X hosted multi-processor 
disassembler and debugger 

OllyDbg is a 32-bit assembler level analysing
debugger for Microsoft Windows. Emphasis 
on binary code analysis makes it particularly 
useful in cases where source is unavailable.

http://zeltser.com/reverse-malware/reverse-malware-cheat-sheet.html
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