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» Map org chart (Identify attack targets)
 Social reconnaissance (acquire email, |
» Scan for vulnerabilities (web server/OS

 Phishing email (malicious PDF, DOC, ¢
« Gain physical access (impersonate cle:
« Candy drops around building(Thumb di

« Command execution on target
» Gain elevated user privileges, Inject ad
* Laterally move within network & establi

«Install system admin tools (Keyloggers,
Establish encrypted SSL tunnel
-Utilize a remote administration tool (RA

 Ex-filitrate Intellectual Property, Trade ¢
 Control critical systems

» Revamp Malware to avoid detection
« Utilize other attack methods to maintair
« Continue monitoring networks, users, ¢



TouidiclU |1 argciclU AllaCiA
' )

1 Infiltrate

Exfiltrate
Data




JlIUTTIALS Ual

ata Is coveted
crets

e

ses

VES

plans

detalls for new
auctions
stores

acts
figurations



21 UIC | 1iudl

file size

1mon AP file names
e, explore.exe, lprinp.dll, wiinzf21.dll

detection avoidance
HTTP connections
ection and Service persistence

ication
t of backdoors connect outbound-only

t1tns TOAD AAr  ON A A AD . 477 AAvra~armt ArAa rmAaivaAa A




o J10dl cUUUVU alcc Ulviuclu 1110 WU CLal

e who've
Deen
oromised
' KNnow |t









On My

An |
Sin




JIILY 1o INOL OUICICITIL

out Security Technologies
les/Procedures as well
ining & Communication

5t “the innocent single click”
was from a co-worker”

'ord practices

physical and IT

1ining & more Training



Greatest Battle
ies Within”

Thank You!



