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Started with a Reactive Security (plain AV)

Graduated to Proactive Security 

Intrusion Prevention

Evolution of the Business of Security

Intrusion Prevention

Application white-listing

collective Protection

Complicating the situation

Consumerization of IT

VirtualizationVirtualization

Started with a Reactive Security (plain AV)

Evolution of the Business of Security
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Targeted attack. Usually focused on a type of goal 

Combines multiple methods – social engineering, 

Characteristics of an APT

Combines multiple methods – social engineering, 

“Under the Radar” – Hard to detect usin

the longest in this attack was 28 months 

the average of 72 companies identified was 8.75 months 

Every geography is affected

Every type of business is affected – pub
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Social Engineering Targeted
• Phishing email (malicious PDF, DOC, e

Reconnaissance
• Map org chart (Identify attack targets)

• Social reconnaissance (acquire email, IM

• Scan for vulnerabilities (web server/OS/

Complete Objectives

Establish Command & Cont
•Install system admin tools (Keyloggers, T

•Establish encrypted SSL tunnel

•Utilize a remote administration tool (RAT

Establish Covert Backdoor
• Command execution on target

• Gain elevated user privileges, Inject add

• Laterally move within network & establis

• Phishing email (malicious PDF, DOC, e
• Gain physical access (impersonate clea
• Candy drops around building(Thumb dri

Maintain Persistence
• Revamp Malware to avoid detection

• Utilize other attack methods to maintain

• Continue monitoring networks, users, da

Complete Objectives
• Ex-filitrate Intellectual Property, Trade S

• Control critical systems



Typical Sophisticated Targeted Attack 
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Any type of data is coveted

National secrets 

the ultimate goal

National secrets 

Source code 

Bug databases 

Email archives 

Negotiation plans 

Exploration details for new 

oil/gas field auctions oil/gas field auctions 

Document stores 

Legal contracts 

SCADA configurations 

Design schematics 
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Flying Under the Radar

Average file size

Most common AP file names
Svchost.exe, explore.exe, lprinp.dll, wiinzf21.dll

Anomaly detection avoidance
Outbound HTTP connections

Process injection and Service persistenceProcess injection and Service persistence

Communication
100 percent of backdoors connect outbound

83 percent use TCP port 80 or 443; 17 percent are mixed
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Step 1:  Basics: Email secu

reputation

Step 2: Application whitelisting

Step 3: Database activity monitoring

Step 5:  Rely on partnerships 

Step 4:  DLP for exfiltration 

curity, Firewall, IPS, Web 

Application whitelisting

Database activity monitoring

on partnerships for information sharing

for exfiltration prevention and monitorin





On My Left

+ Endpoint Security

Heavy Weight Vs Light Weight

+ Endpoint Security

+ Internal Experts

+ Threat Intelligence

+ Network Security

+ Data Leakage Prevention+ Data Leakage Prevention

+ All Future Security 
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Its NOT all about Security Technologies

Security Policies/Procedures as well

Software Policy is Not Sufficient

Security Policies/Procedures as well

Employee Training & Communication

Protect against “the innocent single click”

“I thought it was from a co-worker”

Poor password practices

physical and IT

Regular Training & more Training

Its NOT all about Security Technologies

Software Policy is Not Sufficient

Protect against “the innocent single click”



“The Greatest Battle 

Lies Within”Lies Within”

Thank You!

“The Greatest Battle 

Thank You!


